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INTRODUCTION	
 
Using	artificial	intelligence	(AI)	to	analyze	large	data	sets	could	greatly	increase	the	
effectiveness	and	usability	of	tools,	which	can	be	incorporated	in	web	portals	to	guide	people	
through	the	resolution	of	legal	disputes	and	assist	them	in	making	legal	decisions.	At	the	same	
time,	there	are	a	number	of	risks	and	shortcomings	if	these	tools	are	not	developed	and	used	
responsibly.	The	objective	of	this	paper	is	to	identify	the	benefits,	risks,	and	risk	mitigation	
measures	associated	with	using	AI	in	building	and	maintaining	tools	that	assist	users	in	
navigating	the	judicial	process	or	making	legal	decisions,	including	as	part	of	a	court	web	portal.	
The	intended	audience	is	people	looking	at	the	use	of	AI	developed	tools.	The	objective	is	to	
create	an	awareness	of	the	types	of	risks	and	possible	mitigation	measures	associated	with	use	
of	AI	tools.	The	discussion	is	not	a	“how	to”	manual;	nor	are	the	differences	and	nuances	of	
using	various	AI	approaches	to	develop	tools	explored.	While	the	discussion	identifies	risk	
mitigation	approaches,	it	does	not	prescribe	detailed	solutions.	
 
	
TERMINOLOGY	
 
Key	terms	used	in	this	paper	have	the	following	meanings.	
 
AI	is	used	here	to	refer	to	the	use	of	computers	and	software	to	develop	tools	that	assist	
users	in	navigating	the	judicial	process	or	making	legal	decisions.	For	purposes	here	the	term	
AI	is	used	very	broadly,	including	approaches	such	as	machine	learning,	deep	learning,	neural	
networks,	reinforcement	learning,	supervised	learning,	unsupervised	learning,	pattern	
recognition,	data	science,	expert	systems,	decision	theory,	heuristics,	optimization,	data	
mining,	data	analytics,	etc.1	AI	tools	have	been	developed	for	a	variety	of	applications,	
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including	visual	perception,	image	recognition,	speech	recognition,	translation,	interpretation,	
and	decision	making.	This	paper	is	concerned	primarily	with	decision-making	applications.	
 
Tool	refers	to	a	product,	service,	algorithm,	agent,	or	other	app	developed	using	AI	that	is	
operated	by	a	user	in	a	legal	setting	or	web	portal	to	navigate	the	judicial	process	or	make	
legal	decisions.	
 
User	refers	to	the	person	using	the	tool	or	web	portal.	It	can	be	a	member	of	the	public,	a	
potential	litigant,	a	litigant,	a	lawyer,	a	law	office	staff	person,	a	judge,	or	a	justice	system	
staff	person.	
	
 
GENERAL	OBSERVATIONS	ABOUT	AI	APPROACHES	
 
The	discussion	below	is	based	on	the	following	general	observations	about	AI	approaches.	
There	are	two	approaches	to	building	computer-based	decision-making	tools.	One	approach	is	
to	begin	by	articulating	all	of	the	rules	and	decision	logic	the	tool	is	to	use	in	making	a	
recommendation.	Identifying	and	correctly	stating	all	the	rules	and	decision	logic	can	be	a	
daunting	task	even	for	a	modestly	complicated	system.	However,	starting	with	the	rules	and	
decision	logic	being	explicit	means	the	inner	workings	of	the	tool	are	relatively	transparent	to	
anyone	who	seeks	to	‘examine	the	code’	to	know	how	the	tool	reached	the	recommendation	
it	made.	
 
Another	approach	is	for	the	analysis	to	‘learn’	by	observation	and	experience,	essentially	
pattern	recognition,	and	generate	a	decision-making	tool	that	produces	a	recommendation	
based	on	input	values.	Stated	simply,	this	approach	extracts	relevant	information	from	raw	
data	and	builds	a	model	that	is	then	used	to	infer	something	about	a	new	scenario	to	which	
the	tool	is	applied.	The	risks	and	mitigation	measures	discussed	below	focus	solely	on	the	tools	
developed	using	this	latter	approach.	
 
Many	AI	approaches	involve	the	analysis	of	a	data	set,	typically	referred	to	as	‘training	data	
set’,	containing	information	about	past	events	and	decisions	of	the	same	or	similar	type	as	
those	to	which	the	tool	will	be	applied.	This	approach	assumes	there	is	an	underlying	
relationship	between	the	data	in	the	training	data	set	and	the	recommendations	to	be	made.	
For	example,	a	tool	to	assist	in	making	a	pretrial	release	decision	can	be	built	based	on	a	data	
set	of	past	pretrial	release	decisions.	If	the	training	data	set	from	which	the	tool	was	built	
contains	only	past	decisions,	the	tool	will	necessarily	generate	recommendations	consistent	
with	past	decisions.	The	development	and	use	of	the	tool	also	inherently	requires	the	scenarios	
to	which	the	tool	is	applied	will	be	essentially	similar	to	the	scenarios	in	the	training	data	set.	As	
such,	it	cannot	anticipate,	or	change	in	response	to,	shifts	in	the	scenarios	to	which	it	is	applied,	
unless	it	is	continually	updated	with	new	data.	Moreover,	AI	is	designed	to	produce	a	tool	that	
optimizes	current	practices.	While	AI	identifies	existing	patterns	and	practices,	perhaps	
including	some	that	humans	may	not	have	consciously	been	aware	of,	AI	cannot	discover	new	
ways	of	doing	things	or	offer	other	innovative	practices.	
 
The	current	state	of	many	AI	approaches	is	such	that	it	is	often	not	possible	to	explain	why	the	
tool	did	what	it	did	–	how	it	reached	the	recommendation	it	offers.	While	this	is	unfortunate,	in	
many	ways	it	is	not	that	different	from	human	decision-makers	who	often	cannot	explain	in	
great	detail	how	they	reached	the	decision	they	did.	While	a	person	may	be	able	to	describe	
several	factors	that	contributed	to	their	prediction,	other	factors	may	have	been	involved	that	
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are	latent	or	subconscious.	There	is	probably	also	a	limit	of	how	many	factors	a	person	can	take	
into	account.	In	contrast,	an	AI	developed	tool	can	take	many	factors	into	account,	although	it	
may	not	be	apparent	how	many	or	which	were	the	most	important	or	relevant	to	the	
recommendation	made	in	a	particular	scenario.	
 
Some	people	are	uncomfortable	with	a	computer	algorithm	making	a	recommendation,	as	
opposed	to	one	made	by	a	human.	They	have	come	to	trust,	or	accept,	a	decision	made	by	a	
human	who	they	deem	to	have	sufficient	education,	training,	and	experience	to	make	such	
decisions.	They	have	not	yet	developed	the	same	level	of	trust	or	acceptance	regarding	
recommendations	offered	by	tools	developed	through	AI.	At	the	same	time,	there	are	other	
people	who	may	not,	or	no	longer,	trust	human	decision	makers,	and	may	be	more	trusting	of	
a	decision	offered	by	an	AI	developed	tool.	Web	portals	and	legal	decision	making	tools	
developed	through	use	of	AI	will	have	to	be	built	and	used	in	a	manner	that	accommodates	
both	of	these	perspectives.	
	
 
A)	BENEFITS	OF	USING	TOOLS	DEVELOPED	WITH	AI	
 

What	are	the	benefits	and	advantages	of	using	AI	developed	tools?	What	services	and	
strengths	can	tools	developed	using	AI	add	to	a	web	portal	or	legal	decision-making?	

 
1) IN	BUILDING	A	TOOL	OR	WEB	PORTAL,	AI	developed	tools	can:	

	
a) Assist	in	the	initial	design	of	a	web	portal	by	providing	information	about:	

	
(i) What	people’s	legal	problems	are;	

	
(ii) What	alternatives	and	outcomes	are	possible	or	appropriate	for	these	

legal	problems;	and	
	

(iii) What	the	alternative	pathways	in	a	web	portal	should	be.	
	

b) Assist	in	maintaining	and	upgrading	a	web	portal	by	analyzing	information	about	
people’s	experiences	using	the	web	portal	or	analyzing	new	data	sets	thereby	
suggesting	what	the	next	version	of	the	web	portal	might	include.	

	
2) IN	USING	A	TOOL	OR	WEB	PORTAL,	AI	developed	tools	can:	

	
a) Improve	the	user’s	experience	through	greater	transparency	regarding	the	legal	

process	and	recommendations	offered	that	will	allow	users	to	make	more	informed	
decisions;	

	
b) Identify	or	flag	issues	relevant	to	the	resolution	of	a	user’s	legal	issues	or	dispute;	

	
c) Provide	information	to	the	user	about	the	range	of	reasonable	outcomes	in	a	

given	context;	
	

d) Offer	available	options	or	solutions	to	the	user;	
	

e) Suggest	preferred	outcomes	–	help	a	user	choose	among	the	options	available;	



CARLSON,	ALAN																																																																																					COURT	USE	OF	AI	TOOLS	 4	OF	14	
	 	 	

	
f) Assist	the	user	in	navigating	through	web	portal	pathways;	

	
g) Provide	referrals	to	context-appropriate	service	providers,	such	as	mediators,	on-

line	dispute	resolution,	with	or	without	a	human	mediator,	and	social	or	mental	
health	services	or	providers;	and	

	
h) Increase	the	use	of	web	portals	because	of	the	assistance	and	opportunities	

they	offer	to	address	people’s	legal	problems.	
	

3) IN	MAKING	LEGAL	DECISIONS,	AI	developed	tools	can:	
	

a) Provide	information	to	the	user	about	all	of	the	outcome	patterns	in	the	data	set	
used	to	develop	the	tool;	

	
b) Provide	information	to	the	user	about	the	most	appropriate	outcome	in	a	

given	context;	
 

c) Significantly	shorten	the	time	needed	to	gather	the	most	directly	
relevant	information	and	make	an	informed	decision;	and	

	
d) Help	the	user	avoid	subconscious	or	implicit	bias	in	decision-making.	The	AI	analysis	

can	detect	and	incorporate	relevant	factors	which	human	decision	makers	overlook,	
or	for	which	they	underestimate	their	relevance	or	significance.	The	tool	will	also	be	
unaffected	by	extraneous	factors	such	as	time	of	day,	hunger	level	of	the	decision	
maker,	or	concerns	about	unrelated	events	which	research	has	shown	can	
sometimes	affect	human	decision	makers.	

	
4) OVERALL	AI	developed	tools	can	also	improve	the	efficiency	of	the	justice	system	

for	users	and	for	the	system	overall.2	 
	
B)	AI	DEVELOPED	TOOLS	MUST	SUPPORT	THE	RULE	OF	LAW	
 

In	developing	tools	for	use	in	court	web	portals	and	legal	decision-making,	it	is	important	to	
ensure	that	the	fundamentals	underlying	the	rule	of	law	are	incorporated	into	the	goals	of	
the	tools.	If	these	are	not	addressed	in	the	design	phase,	there	is	a	risk	that	the	tool	will	
produce	results	that	are	counter	to	the	rule	of	law,	or	that	undermine	it.	In	addition	to	the	
goals	specific	to	the	problem	a	tool	addresses,	the	following	goals	should	also	be	supported:	

 
1) Equal	justice	for	all	–	provide	greater	consistency	and	fairness	of	outcomes	across	

users.	The	tool	should	also	minimize	the	impact	of	irrelevant,	inappropriate,	or	
extraneous	factors	on	dispute	resolution	outcomes.	

	
2) Due	process	–	use	of	an	AI	developed	tool	should	provide	notice	of	a	hearing,	

opportunity	to	present	evidence,	hearing	before	an	impartial	judge,	etc.	
	

3) Procedural	due	process	–	the	process	for	use	of	an	AI	developed	tool	should	include	the	
four	key	elements:	respect,	voice,	neutrality,	and	trust.33	
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4) Access	to	justice	–	AI	developed	tools	should	increase	access	to	justice,	in	particular,	for	
those	traditionally	underserved.	
	

	
C) RISKS	OF	USING	AI	DEVELOPED	TOOLS	
 

There	are	several	types	of	risks	involved	in	using	AI	to	build	tools	to	navigate	a	portal	or	help	
make	legal	decisions.	The	following	discussion	identifies	categories	of	risk,	the	nature	of	the	
risk,	its	sources,	and	what	might	be	done	to	mitigate	the	risk.	As	observed	above,	many	of	
these	risks	are	inherent	in	the	way	AI	‘learns’,	for	example,	AI	involves	pattern	recognition,	
but	not	pattern	understanding.	AI	mirrors	what	is	in	the	data	sets	used	to	develop	a	tool.	

	
1) RISK:	Bias	inherent	in	the	training	data	set	used	to	develop	or	update	the	tool	that	

results	in	discriminatory,	unequal,	unjust,	or	unfair	treatment	of	individuals	in	a	manner	
that	is	unrelated	to	the	tool’s	goals.	

	
A	significant	risk	in	building	a	tool	with	AI	is	that	the	training	data	set	contains	inherent	
or	implicit	bias,	which	adversely	affects	the	appropriateness,	fairness,	or	equality	of	
treatment	of	individuals	or	groups.	A	simple	example	of	this	is	the	use	of	data	regarding	
failure	to	appear	and	recidivism	in	developing	a	tool	to	be	used	in	supporting	pretrial	
release	decisions.	The	training	data	sets	used	to	develop	the	tools	consist	of	people	
arrested	and	decisions	by	judges	about	their	release.	If	the	set	of	defendants	reflected	
in	this	training	data	set	contain	a	disproportionate	number	(compared	to	general	
population)	of	men,	racial	or	ethnic	minorities,	or	people	of	lower	income,	etc.,	there	is	
a	significant	risk	the	tool	will	have	a	corresponding	bias	in	recommended	release	
options	for	a	defendant	based	on	these	characteristics.4	Any	implicit	bias,	even	
unconscious	or	unintentional,	on	the	part	of	arresting	agencies,	prosecutors,	or	judges	
will	be	reflected	in	the	training	data	set	and	may	be	detected	and	incorporated	by	an	AI	
developed	tool.	

	
In	the	family	law	context,	there	may	be	an	inherent	bias	in	suggesting	parenting	options	
based	on	prior	patterns	of	parental	sharing	which	may	contain	bias	based	on	parent	
gender,	socio-economic	status,	etc.	It	may	also	reflect	a	bias	of	judges	who	tended	to	
prefer	particular	parenting	patterns	in	certain	situations,	which	may	or	may	not	be	
based	on	knowledge	of	empirically	based	parenting	studies	or	may	preclude	other	
viable	options	from	appearing	in	the	data	set.	

	
a) SOURCES	OF	RISK:	

	
(i) Bias	inherent	in	the	human	decisions	included	in	the	training	data	set	

initially	used	to	develop	a	tool.	
	

(ii) Training	data	sets	containing	data	that	can	introduce	unintended	bias	that	is	
irrelevant	to	the	tool	goal(s).	Extraneous	information	contained	in	the	training	
data	set	may	be	seen	by	the	AI	analysis	as	factors	to	be	included	in	making	a	
recommendation	thereby	introducing	bias.	
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(iii) If	there	is	continuous	updating	of	the	tool	by	applying	AI	to	new	data	sets	
which	include	data	points	informed	by	the	use	of	a	tool,	there	will	be	feedback	
loop	that	perpetuates	any	bias	in	the	training	data	set.	

	
(iv) Limitations	on	the	perspectives	and	experiences	of	the	tool	developers	subtly	

or	unconsciously	introducing	“like	me”	bias.5	
	

b) MITIGATION	OF	RISK:	
	

(i) Use	training	data	sets	that	are	more	inclusive	of	the	general	population	to	whom	
the	tool	will	be	applied	and	the	users	who	will	use	the	tool.	

	
(ii) Use	training	data	sets	with	more	relevant	data,	both	in	terms	of	more	detail	

and	greater	granularity.	
	

(iii) Seek	 to	 exclude	 data	 irrelevant	 to	 the	 intended	 recommendation,	 for	
example,	 race	 or	 ethnicity	 in	 a	 pretrial	 release	 tool.	 Factors	 that	 are	 not	
included	in	the	data	set	from	which	the	tool	is	built	perforce	cannot	affect	the	
result	offered	by	the	tool.	At	the	same	time,	developers	should	be	aware	that	
AI	can	sometimes	 identify	 factors	that	are,	 in	effect,	surrogate	measures	 for	
excluded	factors	like	race	or	ethnicity.	To	address	the	impact,	one	suggested	
approach	 is	 to	 run	 the	 tool	 development	 twice,	 once	 using	 all	 data	 and	 a	
second	time	excluding	irrelevant	data	to	see	the	impact	of	the	excluded	data.	
Another	 approach	would	be	 to	 look	 for	 disparate	 impact	 by	 conducting	 the	
analysis	for	a	data	set	of	 just	each	‘protected’	group	to	assess	the	 impact	of	
the	overall	population	diluting,	obscuring,	or	overstating	relevant	 factors	 for	
subgroups.	

	
(iv) Analyze	the	training	data	set	itself,	before	subjecting	it	to	AI,	and	‘clean’	it	to	

eliminate	potential	bias	from	the	use	of	certain	data	codes	that	might	
propagate	bias.	

	
(v) Apply	the	tool	to	new	data	sets,	but	not	data	sets	developed	through	use	of	

the	tool,	to	avoid	self-reinforcing	feedback.	
	

(vi) Use	different	versions	of	AI	approaches	and	applications	to	develop	alternative	
tools	and	compare	outcomes	to	identify	the	most	effective	and	least	biased	
version	for	use.	

	
(vii) Expand	the	pool	of	tool	developers	to	reflect	a	broader	cross-section	

of	perspectives	and	experiences.	
	

(viii) Provide	transparency	regarding	possible	bias	in	the	training	data	set	used	
and	its	limitations.	Conduct	a	“discrimination	impact	assessment”	analysis	of	
the	results	of	the	AI	analysis	process	to	look	for	bias.	

	
(ix) Users	should	not	rely	exclusively,	or	perfunctorily,	on	the	tool.	

	
2) RISK:	Gaps	or	limitations	in	the	training	data	set	used	to	develop	a	tool.	
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The	nature	of	the	training	data	set	can	result	in	many	problems	beyond	bias.	AI	analysis	
cannot	identify	relevant	decision	factors	for	which	data	is	not	present	in	the	training	
data	set.	AI	analysis	is	also	constrained	to	the	extent	the	training	data	set	reflects	
existing	business	practices	and	even	the	social,	economic,	and	political	relationships	
that	underlie	our	institutions.	Finally,	AI	analysis	can	also	reflect	and	reinforce	the	
assumptions,	beliefs,	and	capabilities	of	the	people	who	‘coded’	the	data	included	in	the	
training	data	set	analyzed.	

	
a) SOURCES	OF	RISK:	

	
(i) Training	data	sets	that	are	too	small	or	do	not	include	a	sufficient	sample	size	of	

rare,	or	‘fat	tail’	events	will	result	in	a	tool	less	likely	to	predict	infrequent	events	
or	acceptable	outcomes.	

	
When	predicting	rare	events,	AI	developed	tools	can	generate	an	
unacceptable	number	of	‘false	positive’	errors	–	recommending	a	wrong	
outcome.	For	example,	the	Extreme	Vetting	Initiative	proposed	by	federal	
Immigration	and	Customs	Enforcement	(ICE)	is	intended	to:	

	
“evaluate	whether	a	visa	applicant:	1)	would	become	‘positively	
contributing	member	of	society;’	2)	had	the	ability	to	‘contribute	to	
the	national	interests;’	and	3)	‘intends	to	commit	criminal	or	terrorist	
acts	after	entering	the	United	States’.”6	

	
The	last	factor	is	an	extremely	infrequent	occurrence	and	it	is	not	clear	how	
large	or	what	type	of	a	data	set	is	needed	to	reliably	predict	anything	about	this	
type	of	factor.	The	risk	is	that	the	tool	identifies	people	as	terrorists	who	are	not.	

	
(ii) Training	data	sets	that	include	only	prior	patterns,	do	not	include	certain	

acceptable	outcomes,	or	include	no	alternative,	new,	or	innovative	patterns.	
Another	problem	is	the	AI	tool’s	recommendation	for	a	situation	where	the	data	
set	that	does	not	contain	data	about	such	situations.	For	example,	a	training	
data	set	of	past	pretrial	release	decisions	used	to	develop	a	pretrial	release	tool	
will	only	contain	decisions	by	judges	about	defendants	released,	but	nothing	for	
defendants	not	released.	

	
(iii) Training	data	sets	containing	too	much	data,	some	of	which	is	irrelevant	to	the	

goal.	Extraneous	information	contained	in	the	training	data	set	may	be	seen	by	
the	AI	analysis	as	factors	to	be	included	in	the	recommendation	even	though	
they	do	not	make	sense	as	relevant	factors.	

	
(iv) Training	data	sets	with	lots	of	missing	data,	null	values,	or	‘dirty’	data.	Missing,	

null,	or	dirty	data	will	weaken	an	AI	analysis.	The	AI	analysis	may	detect	patterns	
attributable	to	missing	or	bad	data	as	relevant	to	an	outcome	resulting	in	the	
tool	making	irrelevant	or	nonsensical	recommendations.	

	
(v) Training	data	sets	with	lots	of	subjective	data	from	which	it	is	more	problematic	

to	detect	useful	patterns.	For	example,	trying	to	predict	whether	a	potential	
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immigrant	would	become	a	“positively	contributing	member	of	society”	requires	
definition	of	a	“positive	contributing	member	of	society”,	something	that	
appears	to	be	quite	subjective	and	hard	to	‘code’	in	a	data	set.	

	
(vi) Training	data	sets	that	include	data	from	legacy	systems	‘converted’	to	a	newer	

data	structure	where	data	element	definitions	might	not	be	the	same	and	
there	are	data	elements	that	require	many-to-one	combinations	of	old	data	
elements	or	a	one-to-many	conversion	of	old	data	elements.	This	could	be	
quite	problematic	in	creating	training	data	sets	of	family	law	factors	and	
outcomes	from	which	an	AI	analysis	could	build	a	tool.	

	
(vii) Training	data	sets	may	reflect	prior	patterns	which	may	be	obsolete,	

have	changed	over	time,	or	are	slowly	shifting.	
	

b) MITIGATION	OF	RISK:	
	

(i) Use	larger	training	data	sets	in	developing	a	tool.	
	

(ii) Use	training	data	sets	that	are	more	inclusive	of	the	factors	intended	to	
be	uncovered	by	the	analysis	and	more	inclusive	of	the	population	and	
circumstances	to	which	the	tool	will	be	applied.	

	
(iii) Exclude	from	the	training	data	set	data	elements	or	factors	which	are	deemed	to	

be	irrelevant	to	the	desired	outcome.	
	

(iv) Use	training	data	sets	augmented	to	include	all	known	possible	outcomes.			
(v) Use	training	data	sets	augmented	to	include	more	rare	or	‘fat	tail’	events,	

outliers,	niche	cases,	and	confounding	factors,	or	use	different	approaches	
recommended	for	analyzing	datasets	with	these	gaps7,	especially	if	the	tool	is	
intended	to	‘predict’	infrequent	or	uncommon	events.	

	
(vi) Understand,	debug,	and	maintain	consistency	in	the	data	definitions	and	

codes	used	in	the	training	data	set.	
	

(vii) Capture	more	data	than	what	is	being	collected	now,	both	in	greater	detail	and	
detail	more	relevant	to	decision	factors	which	could	result	in	more	intelligent	
tools.	Note	that	data	in	court	case	management	systems	should,	and	generally	
only	do,	contain	data	elements	relevant	to	the	court	processing	of	a	case.	
Training	data	sets	needed	to	build	a	useful	tool	often	require	more,	and	
different,	data	than	this	limited	set.	Significant	data	mining	of	court	documents	
may	be	necessary	to	build	robust	data	sets	for	AI	analysis.	In	addition,	data	not	
generally	included	in	court	documents	may	need	to	be	collected	from	litigants.	
It	is	important	to	remember	that	the	data	relates	to	persons,	that	the	decisions	
resulting	from	the	use	of	a	web	portal	are	about	people	and	their	problems.	
Augmenting	the	digital	data	in	a	court	case	management	system	should,	
therefore,	be	person-focused,	not	data-focused.	

	
(viii) Missing	and	‘dirty’	data,	or	data	converted	from	legacy	systems	should	

be	‘cleaned’	before	analysis	is	done.	
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(ix) Look	for	and	adjust	for	gaps	in	the	training	data	set,	so	called	

unknown	unknowns;	
	

(x) Less	use	of,	or	reliance	on,	training	data	sets	containing	qualitative	or	subjective	
data	whose	meaning	may	vary,	or	depend	on	context	or	who	coded	the	data.	

	
(xi) Use	different	versions	of	AI	approaches	and	applications	to	develop	alternative		

tools	and	compare	outcomes	to	identify	the	most	effective	and	least	
biased	version	for	use.8	

	
(xii) Apply	the	tool	to	additional,	new	data	sets	that	are	not	based	on	use	of	the	

tool	to	check	for	bias.	
	

(xiii) Provide	transparency	to	users	about	the	training	data	sets	and	its	limitations.	
	

3) RISK:	The	“black	box”	aspect	of	a	tool	developed	using	many	existing	AI	approaches	
prevents	 users	 from	 determining	 the	 basis	 of	 a	 recommendation	 and	 from	
assessing	potential	bias	or	other	problems	by	‘cross-examining’	the	tool	and	its		
recommendations.9	In	a	legal	setting	the	inability	to	provide	a	transparent	explanation	
of	the	recommendation	made	may	raise	due	process	issues.	

	
a) SOURCES	OF	RISK:	

	
(i) The	process	through	which	AI	generates	a	tool	is	often	quite	opaque	such	that	

humans	 cannot	 follow	 the	 trail	 of	 what	 factors	 were	 considered,	 which	
factors	were	most	salient,	and	how	the	tool	reached	the	recommendation	it	
offers.	

	
(ii) Tool	developer’s	intellectual	property	rights	in	the	tool	may	result	in	an	

unwillingness	to	reveal	the	‘innards’	of	the	tool	or	how	AI	was	used	in	
developing	the	tool.	

	
b) MITIGATION	OF	RISK:	

	
(i) Use	human	decisions	and	tool	recommendations	in	parallel	until	trust	

is	established	in	use	of	the	tool.	
	

(ii) At	least	when	first	using	the	tool,	constantly	and	continuously	review	tool	
outcomes	to	look	for	bias	and	other	problems,	and	to	build	trust	in	the	
tool	outcomes.	

	
(iii) Notify	the	user	when	an	AI	developed	a	tool	is	being	used	to	assist	them	

in	navigating	the	process	or	in	making	a	legal	decision.	
	

(iv) Provide	education	and	training	to	justice	system	personnel	who	assist	users	of	
a	web	portal	or	tools	regarding	the	potential	biases	and	fallacies	of	the	tools	so	
that	their	assistance	is	more	informed	and	there	is	greater	transparency.	
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(v) Open	up	tools,	and	training	data	sets	upon	which	they	are	based,	for	inspection,	
analysis,	and	audit	to	allow	users	and	the	public	to	understand	the	training	data	
sets	and	approaches	used	in	developing	the	tool	in	order	to	build	trust	in	the	
use	of	the	tool.	Alternatively,	a	tool	could	be	required	to	have	an	API	allowing	
people	to	‘test’	data	to	look	for	bias.	Two	other	approaches	would	be	to	1)	
require	the	use	of	open	source	software	to	develop	the	tool,	or	2)	require	the	
use	of	an	open/shared	public	training	data	set	in	the	development	of	a	tool.	

	
(vi) Establish	 some	 level	 of	 transparency	 as	 to	 the	 inner	 workings	 of	 the	 tool	 to	

answer	 the	 question	 “why	 did	 the	 tool	 recommend	 X”.	What	 are	 needed	 are	
“explainable	AI”	tools10.	At	present,	there	are	no	generally	accepted	approaches	
for	providing	an	explanation.	Approaches	being	explored	include	having	the	tool	
prepare	 a	 ‘log’	 of	 its	 path	 to	 the	 recommendation	 it	 makes,	 ‘reverse	
engineering’	a	tool	to	determine	how	it	made	a	recommendation,	and	applying	
AI	 to	 a	 tool	 to	 try	 and	 reveal	 its	 ‘thinking’	 processes.11	 Another	 approach,	
directed	more	at	 the	 results	 than	 the	 internal	 steps,	 is	 to	develop	approaches	
that	evaluate	a	tool’s	effectiveness	and	fairness	relative	to	the	defined	goals	of	
the	 tool.	 This	may	 involve	 using	 other	 AI	 approaches,	 or	 applying	 the	 tool	 to	
different	data	sets	to	identify	possible	bias	or	unintended	impacts.	

	
(vii) If	the	developer	of	the	tool	is	unwilling	to	open	the	tool	up	for	general	

inspection	in	order	to	protect	intellectual	property	(IP)	rights,	one	option	may	
be	to	allow	‘in	camera’	investigation	of	the	tool	in	a	judicial	setting	to	protect	
the	IP,	as	is	done	in	other	cases	involving	IP	rights.	Another	option	would	be	to	
require	a	“discrimination	impact	assessment”	or	“algorithmic	impact	
statement”	that	is	publicly	available.	

	
4) RISK:	Tool	is	used	in	a	setting	where	the	goal(s)	are	different	or	broader	than	the	

goal(s)	the	tool	was	originally	developed	to	address.	
	

a) SOURCES	OF	RISK:	
	

(i) The	development	of	the	tool	involved	a	more	limited	set	of	objectives,	or	
objectives	different	from	those	forming	the	basis	of	the	decision(s)	to	which	the	
tool	is	applied.	For	example,	a	pretrial	release	tool	whose	development	focused	
solely	on	likelihood	of	appearing	at	the	next	court	date,	but	not	recidivism,	or	
that	focused	on	specific	crimes	(such	as	violent	crimes)	rather	than	overall	crime	
risk.	There	is	also	the	problem	of	a	surrogate	measure	being	used	to	develop	the	
tool,	which	measure	is	subtly	different	from	the	desired	outcome	measure.	For	
example,	a	pretrial	release	tool	that	looks	at	the	likelihood	of	subsequently	being	
convicted	of	a	crime	(because	data	sets	containing	this	data	point	are	readily	
available)	when	the	original	intent	was	to	look	at	the	likelihood	of	subsequently	
committing	a	crime	(for	which	there	are	no	data	sets	available).	

(ii) The	failure	or	inability	to	incorporate	overarching	values	in	the	goals	and	
outcomes	the	tool	is	designed	to	further.	Tools	developed	for	use	in	the	justice	
system	must	also	support	the	values	of	fairness,	equal	treatment,	and	due	
process.	A	tool	that	efficiently	proposes	a	recommendation	for	a	particular	
situation	consistent	with	the	goals	guiding	the	tools	development	may	violate	
these	basic	tenants.	Or	the	tool	may	propose	a	method	or	practice	that	is	
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inconsistent	with	these	basic	principles	because	the	design	did	not	incorporate	
the	principles.12	For	example,	does	a	pretrial	release	tool	designed	to	predict	
failure	to	appear	and	likely	recidivism	unintentionally	result	in	over-incarceration	
and	racial	or	wealth	bias	in	pretrial	incarceration?	

	
b) MITIGATION	OF	RISK:	

	
(i) Explicitly	identify	and	prioritize	the	goals	the	tool	is	intended	to	support	before	

the	tool	is	developed	and	before	the	tool	is	applied	in	a	particular	setting.	
	

(ii) Explicitly	identify	the	values	and	overarching	justice	system	goals	which	the	
tool	must	also	support	in	achieving	the	tool	specific	goals	identified.	

	
(iii) Build	and	test	several	versions	of	a	tool	using	different	software	or	AI	

approaches	and	compare	the	effectiveness	and	fairness	of	each	tool	relative	to	
the	desired	goal(s)	to	identify	the	most	effective	and	fairest	tool.	

	
(iv) Build	different	versions	of	the	tool	to	address	different	objectives,	and	provide	

the	results	for	each	objective	to	a	human	team	which	applies	‘weights’	to	each	
objective	which	weights	are	then	used	to	make	a	recommendation.	

	
(v) Check	for	unintended	consequences	and	consistency	with	overarching	system	

values	when	evaluating	the	overall	effectiveness	and	fairness	of	the	tool	to	
accomplish	what	is	intended.	

	
(vi) In	use	of	a	tool,	be	explicit	about	the	goals	it	is	designed	to	support	in	order	to	

allow	users	to	assess	its	applicability	to	their	situation,	including	being	able	to	
identify	factors	or	goals	not	included	in	the	tool.	

	
(vii) Require	that	the	results	of	the	tool	to	only	be	one	factor	considered	by	the	

user,	alerting	them	to	the	need	to	consider	the	impact	of	other	goals	or	the	
possibility	of	another	option	or	recommendation.	

	
(viii) Don’t	rely	on	tool	recommendation	alone	–	require	human	review	and	allow	

‘rebuttal’	arguments	or	consideration	of	alternative	decisions.	
	

5) RISK:	Loss	of	privacy	of	the	user	–	the	tool	anticipates	or	reveals	information	about	a	
user	that	is	not	known	or	explicitly	present	in	the	training	data	analyzed	by	the	tool.	

	
a) SOURCES	OF	RISK:	

	
(i) Large	training	data	sets	contain	information	on	a	large	number	of	individuals.	

Creating	training	data	sets	with	greater	detail	and	granularity	also	increases	
the	amount	of	information	about	the	individuals	described	in	the	training	data	
set.	

	
(ii) Training	data	sets	may	contain	significant	personal	identifying	information	(PII)	

and	the	use	of	the	AI	software	can	predict	information	about	individuals	that	is	
not	already	in	the	data	or	not	known	by	others.	The	derived	information	may	be	
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irrelevant	to	the	recommendation,	or	something	that	should	not	be	made	
public.	

	
b) MITIGATION	OF	RISK:	

	
(i) Obtain	informed	consent	from	individuals	whose	data	will	be	included	in	the	

training	data	set	about	the	data	collected	and	the	use	to	which	it	will	be	put.	
	

(ii) Anonymize	data	in	training	data	sets	or	limit	access	to	PII	in	training	data	sets	
during	the	initial	development	and	during	review	or	audit	activities.	

	
(iii) Limit	access	to	information	derived	by	the	AI	tool	that	is	not	directly	relevant	

to	the	recommendation	it	offers.	
	

6) RISK:	Undefined	accountability	regarding	tool	use.	Who	is	accountable	for	a	decision	
where	a	tool	is	used?	What	liability	does	the	developer	of	the	tool	have?	What	liability	
does	the	user	of	the	tool	have?	What	about	public	officials	who	use	tools	to	make	
decisions	about	people	appearing	before	them,	or	who	they	serve?	

	
a) SOURCES	OF	RISK:	

	
(i) Relying	on	the	tool	exclusively	or	without	meaningful	human	review	of	

the	prediction	or	recommendation.	
	

(ii) Lack	of	explicit	policy	establishing	and	distributing	responsibility	
and	accountability.	

	
(iii) Use	of	tools	for	purposes	not	contemplated	in	the	original	goals	of	the	tool,	so-

called	“off	label”	use.	
	

b) MITIGATION	OF	RISK:	
	

(i) Users	must	be	informed	that	they	are	using	or	subject	to	an	AI	developed	tool,	
the	goals	of	the	tool,	and	the	nature	of	the	training	data	set	used	to	develop	
the	tool.	

(ii) AI	developed	tools	should	be	used	for	decision	support,	not	decision	making.	
	

(iii) Require	that	the	results	of	the	tool	only	be	one	factor	considered	by	the	
user,	alerting	them	to	the	need	to	consider	factors	not	included	in	the	tool.	

	
(iv) Train	users	on	proper	use	of	the	tool,	including	understanding	its	underlying	

objectives,	weaknesses,	and	limitations,	and	the	nature	of	its	predictions	or	
recommendations.	

	
(v) The	law	authorizing	use	of	the	tool	must	state	who	is	accountable,	in	particular	

the	obligations	and	responsibility	of	the	developer	who	built	a	tool	and	the	user,	
when	using	the	tool	to	make	a	legal	decision.	
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D)	CONCLUSION	
	
The	use	of	AI	to	build	tools	requires	us	to	be	more	precise	in	stating	policy	choices	and	to	be	
more	explicit	and	transparent	about	our	goals	to	effectuate	these	policies.	It	is	also	clear	that	
the	time	when	risk	mitigation	is	most	critical	is	when	a	tool	is	being	developed.	The	best	tools	
will	come	from	use	of	appropriate	training	data	sets,	multiple	approaches	to	developing	a	tool,	
and	analysis	of	the	impact	of	the	tool	on	different	groups	and	circumstances.	This	will	require	
not	only	AI	technologists,	but	also	data	scientists	who	understand	the	data	sets	and	
ethnologists	who	understand	the	dynamics	of	the	human	relationships	involved.	Transparency	
regarding	all	of	these	steps	will	significantly	contribute	to	the	development	of	trust	needed	for	
effective	use	of	tools	developed	using	AI.	
	
AI	and	tools	developed	using	AI	can	improve	court	web	portals	and	enhance	legal	decision-
making	processes.	However,	their	development	and	use	is	not	without	risk.	The	risks	identified	
here	are	not	insurmountable;	they	can	be	mitigated	with	careful	planning	and	development.	
The	problems	arising	from	the	use	of	AI	to	develop	tools	noted	here	are	not	new.	New	
technology	has	just	brought	them	to	the	forefront.	But	it	is	not	just	the	technology	that	needs	
to	be	better	understood.	Using	AI	in	the	justice	system	must	also	recognize	that	the	justice	
system	is	a	network	of	policies,	rules,	understandings,	and	relationships	built	by	humans,	not	
technology,	to	guide	and	constrain	behavior	of	humans.	Finally,	use	of	AI	tools	should	enhance	
human	intelligence	and	decision	making,	not	replace	it.	 
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